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@ An apparatus which corrects single bit errors 
and detects double bit errors is presented. Tl^e 
present invention includes an encoder/decoder. Dur- 
ing encoding the encoder/decoder produces a plural- 
ity of parity bits. These parity bits allow the confec- 
tion of single bit enrors in transmission and the 
detection of double bit enrors in transmission. The 
encoder/decoder comprises a plurality of arrays. 
Each array consists of logic gates arranged in the 
form of a binary tree. Each array generates a single 
parity bit. Further every array receives as input the 
same number of data bits; however, each array 
receives a unique combination of data bits. 

When the encoder/decoder is used in decoding, 

J the encoder/decoder produces a plurality of syn- 
drome bits. These syndrome bits are used to correct 
single bit errors in transmission and to detect double 
bit errors in transmission. When decoding, each ar- 
ray of logic gates within the encoder/decoder pro- 
duces a single syndrome bit. Each array has as 
input data bits, as when it is encoding. Additionally 
each array receives as input one and only one parity 
bit. The receipt of one and only one parity bit by 
each array allows for the encoder/decoder to be 
used both for encoding and decoding. This allows a 
great reduction In hardware required to implement 
error correction and detection. 
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AN APPARATUS USEFUL FOR CORRECTION OF SINGLE BIT ERRORS AND DETECTION OF DOUBLE BIT 

ERRORS IN THE TRANSMISSION OF DATA 



Background 



Whenever information is transferred across a 
bus or other communciation lines, there is the 
possibility that data may be corrupted. Therefore it 
is desirable to detect and even correct errors that 
occur in transmission. In the prior art. Hamming 
codes are used to correct single bit errors in trans- 
mission. This is done by the utilization of parity 
bits. For a general discussion on the use of parity 
bits and Hamming codes see Richard E. Blahut. 
Theory and Practice of Error Control Codes . Edison 
Wesley. 1983. pp. 11-12. 54-55. 

Under the traditional method, for every '^n'' bits 
of data, there are required "m*' hamming parity 
pits. The formula for calculating m is the following: 
m = In2(n) + 1 

In addition to single bit error correction, double 
bit error detection may be achieved by adding a 
single overall parity bit. Therefore, for one-bit error 
correction and two-bit error detection m + l parity 
bits need to be used for every n data bits. 

For example, if data is being transferred in 
sixty-four bit words, for every sixty-four (n) bit 
words of data, seven fm) parity bits must be added 
tn order to correct one-bit errors, m is calculated 
from the above formula. In order to detect two-bit 
errors an eighth parity bit must be added. 

Table 1, in Figure 1, is used to illustrate the 
implementation of traditional hamming algorithm. In 
this implementation, sixty-four bits of information 
and eight parity bits are used. Each column in 
Table 1 represents a single line on which is placed 
a singie data bit or a single parity bit. Parity bits 
are sometimes referred to as code bits, as ex- 
plained further below. 

Row 1 contains letters designating whether 
each line contains a data bit or a parity bit. if the 
letter is a "B". the line contains a data bit. If the 
letter is a "C", the line contains a parity bit. Row 2 
and Row 3 number the lines. The parity bits are 
numbered from 0 to 7. The data bits are numbered 
from 0 to 63. The parity bits are referred to as CO - 
07. The data bits are referred to as BO -863. 

As will be explained in greater detail in the 
Description of the Preferred Embodiment below, 
lines containing the data bits and the parity bits are 
coupled into logic circuitry to generate bits PO - P7. 
shown in column 13. Bits P0-P7 may be code bits 
or syndrome bits, as further described below. In 
this discussion, bits P0-P7 will be assumed to be 
syndrome bits. 

Syndrome bits PO - P7 are used to detect and 



correct errors. The are used to detect and correct 
errors. The information in Rows 4-11 show which 
data bits and which parity bits are used to calculate 
each of the syndrome bits PO - P7. A "1" in the 

s row indicates that a data bit or parity bit is used to 
calculate the corresponding syndrome bit in Col- 
umn 13- A "0" in the row indicates that a data bit 
or parity bit is not used, to calculate the corre- 
sponding syndrome bit in column 13. For instance. 

70 all eight parity bits and ail sixty-four data bits are 
used to generate syndrome bit PO. On the other 
hand only parity bil C7 and data bits B57. B58, 
B59. B60, B61. B62 and B63 are used to generate 
syndrome bit P7. 

75 Column 14 shows the total number of data bits 

and parity bits to generate each syndrome bit PO - 
P7. As can be seen. 72 parity bits and data bits are 
used to generate syndrome bit PO. 36 parity bits 
and data bits are used to generate syndrome bit 

20 PI. 36 parity bits and data bits are used to gen- 
erate syndrome bit P2. 36 parity bits and data bits 
are used to generate syndrome bit P3. 32 parity 
bits and data bits are used to generate syndrome 
bit P4. 32 parity bits and data bits are used to 

25 generate syndrome bit P5. 32 parity bits and data 
bits are used to generate syndrome bit P6. 8 parity 
bits and data bits are used to generate syndrome 
bit P7. 

Row 12 shows how many times each parity bit 

30 CO - C7 and each data it BO - B63 is used to 
calculate one of the syndrome bits PO - P7. As can 
be seen, the values range from i to 7. That is 
parity bit CO is used in the calculation of only one 
syndrome bil -syndrome bit PO—. while data bit 

35 B56 is used in the calculation of seven syndrome 
bits -all but syndrome bit P7". 

The time required to generate each syndrome 
bit is related to the number of data bits B0-B63 and 
parity bits C0-C7 used to generate that syndrome 

40 bit. This is because, the larger the number of 
inputs, the more levels of logic must be utilized to 
generate an output. 

Syndrome bit PO is used as an overall parity 
bit. In the prior art an overall parity bit has been 

45 required for double error detection. 72 data and 
parity bits are required to generate syndrome bit 
PO; therefore, in the prior art. in order to perform 
double error detection, the critical path has t>een 
the determination of the overall parity bit, requiring 

so at least one more layer of logic than is required to 
calculate any of the other syndrome bits PI - P7. 
In order to avoid the additional delay, som prior 
art system, do not have an overall parity bit. That 
is. in the embodiment shown in Rgure 1 . syndrom 
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bit PO would be omitted and double error detection 
would not be performed. 

Similarly, the number of times each parity bit 
C0-C7 and eacti data bit B0-B63 is used to cal- 
culate one of the syndrome bits P0-P7 has a nota- 
ble effect on performance. This is because each 
input of the circuitry which generates syndrome 
bits PO - P7 has a certain amount of capacitance 
that must be overcome. If a single parity bit or a 
single data bit is used in the generation of many 
syndrome bits additional time has to be allowed for 
the overcoming of the input capacitance. 

As may be understood from the preceding 
discussion, the prior art implementations of ham- 
ming algorithms for error correction and detection 
have not been optimal. The wide variance in the 
total number of data and parity bits to generate 
each syndrome bit, and the varying number* of 
times each parity bit and data bit are used to 
generate a syndrome bit have degraded the perfor- 
mance of these prior art systems. It is an objective 
of the present invention to present an apparatus 
which overcome the stated defects of the prior art 
systems. 



Summary of the Invention 



in accordance with the preferred embodiment 
of the present invention an apparatus which cor- 
rects single bit errors and detects double bit errors 
is presented. The present invention includes an 
encoder/decoder. During encoding the 
encoder/decoder produces a plurality of parity bits. 
These parity bits allow the correction of single bit 
errors in transmission and the detection of double 
bit errors in transmission. The encoder/decoder 
comprises a plurality of arrays. Each array consists 
of logic gates arranged in the form of a binary tree. 
Each array generates a single parity bit. Further 
every array receives as input the same number of 
data bits; however, each array receives a unique 
combination of data bits. This Is an improvement 
over the prior art. In the prior art. designers did not 
use equal number of data bits as input to each 
array. Thisjs especially notable in the generation 
of overall parity bits in the prior art. In the genera- 
tion of an overall parity bit all the data bits were 
used, not just a subset of the data bits. 

When the encoder/decoder is used in decod- 
ing, the encoder/decoder produces a plurality of 
syrKlrome bits. These syndrome bits are used to 
correct single bit errors in transmission and to 
detect double bit errors in transmission. When de- 
coding, each array of logic gates within the 
encoder/decoder produces a single syndrome bit. 
Each array has as input data bits, as when it is 



encoding. Additionally each array receives as input 
one and only one parity bit. The receipt of one and 
only one parity bit by each array ailows for th 
encoder/decoder to be used for encoding and de- 
5 coding. This ailows a great reduction In hardware 
required to implement error correction and detec- 
tion. In the prior art, syndrome bits are generally 
produced using more than one parity bit. For in- 
stance, every parity bit is used in generating the 
10 syndrome bit which checks overall parity (PC). As 
discussed above, when more than one parity bit is 
used by an array to produce a syndrome bit, 
different hardware is required for encoding and 
decoding. Thus the present invention is a signifi- 
es cant improvement over the prior art. 

Brief Description of the Drawings 

20 

Figure 1 shows a hamming matrix which 
illustrates the implementation of a traditional ham- 
ming algorithm. 

Figure 2 shows a plurality of memory anrays 
25 and two processors coupled to a memory bus, 

Rgures 3A is a block diagram which shows 
data flow when data is encoded ir accordance with 
the preferred embodiment of the present invention. 

Figures 3B is a block diagram whicfi shows 
30 data flow when data is decoded in accordance with 
the preferred embodiment of the present invention. 

Rgure 4 shows details of an 
Encoding; Decoding Block shown in Figures 3A and 
3B in accordance with the preferred embodiment of 
35 the present invention. 

Figures 5 A and SB show additional details of 
the Encoding/Decoding Block shown In Figures 3A 
and 3B. Figure 5A shows data flow when data is 
encoded in accordance with the preferred embodi- 
40 ment of the present invention. Figure 5B shows 
data flow when data is decoded in accordance with 
the preferred embodiment of the present invention. 

Figure 6 is a block diagram showing data 
flow in error correction and detection circuitry 
45 shown in Figure 3B in accordance with the pre- 
ferred embodiment of the present invention. 

Figures 7A and 7B show alternate embodi- 
ments of a correcting decoder shown in Figure 6. 

Rgure 8 shows details of an error correcting 
50 "Exclusive Or" p<OR) array shown in Figure 6. 

Rgure 9A and 9B show details of an error 
detecting block shown in Rgure 6. 

Figure 10 shows a hamming matrix which 
illustrates the implementation of an apparatus in 
56 accordance with the preferred embodiment of the 
present invention. 
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Description of the Preferred Embodiment 

Figure 2 shows a memory bus 108. Coupled to 
memory bus 108 is a memory array ill. a mem- 
ory array 112. a memory array 113. a memory 
array 114. a memory array 115. a memory array 
116, a memory array 117, a memory array 118. a 
memory array 119. a memory array 120, a memory 
array 121, a memory array 122. a processor 109 
and a processor 110. Processors 109 and 110 
access information in memory arrays 111 - 122, 
through memory bus 108. In order to verify the 
integrity of data transmitted across data bus 108. 
the data is encoded before transmission across bus 
108, and decoded upon receipt. In the preferred 
embodiment of the present invention data is or- 
ganized into sixty-four bit words. After encoding, 
each sixty-four bit words is accompanied by addi- 
tional eight code bits when transmitted across bus 
108, as further described below. 

Figure 3A shows an encoding, decoding block 
101. Each processor 109 and 110 and each mem- 
ory array 111 - 122 has an encoding. decoding 
block identical to encoding decoding block lOi. In 
Figure 3A encoding/decoding block 101 is config- 
ured to encode data. Sixty-four data bits 102. enter 
encoding/decoding block 101. Exiting 
encoding/decoding block 101 are data bits 102, 
which are unchanged, and eight code bits 104. 
Data bits 102 and code bits 104 are transmitted 
together across bus 108. The addition of code bits 
104 ailows the correction of a single error in trans- 
mission of data bits 102 and for detection of f>vo 
errors in transmission of data bits 102 and code 
bits 104. 

Rgure 3B shows encoding. decoding block lOl 
configured for decoding data. Upon reception of a 
transmission across bus 108 encoding/decoding 
block 101 receives six^/-four data bits 102 and 
eight code bits 104. Data bits 102 and code bits 
104 may have been corrupted by transmission 
through bus 108. Exiting encoding/decoding block 
101 are sixty-four data bits 102. which 
encoding/decoding block 101 does not alter, and 
eight syndrome its 204. Syndrome bits 204 are 
used by error correction and detection circuitry 
203. Error correction and detection circuitry 203 
receives syndrome bits 204 and uncorrected data 
bits 102. Error correction and detection circuitry 
203 produces sixty-four corrected data bits 202, a 
multiple bit error signal 606 and an error signal 
607. 

If there is no error in transmission, error signal 
607 will be at logic 1. if there is an error in 
transmission, error signal 607 will be at logic 0. If 
there is no error in transmission, or two errors in 
transmission, multiple bit error signal 606 will be at 



* logic 1 . If ther is a single rror in transmission, 
error signal 607 will be at logic 0. If error signal 
607 is at logic 0 and multiple bit error signal 606 is 
at logic 1 , it is assumed that there were two errors 

5 in transmission. 

If error correction and detection circuitry 203 
detects no error in transmission, data bits 202 are 
identical to data bits 102. If error correction and 
detection circuitry 203 detects a single error in 

10 transmission, data bits 202 differ from data bits 102 
in the bit in which the error occurred. The uncor- 
rupted bits of data bits 102 will be identical with the 
corresponding bits of data bits 202. If error correc- 
tion and detection circuitry 203 detects two errors 

;5 in transmission, data bits 202 are thrown away and 
retransmission is required. 

Figure 4 shows an array of Exclusive-Nor gates 
301-331 coupled together in a binary tree structure. 
The binary tree structure of Exclusive-Nor gates is 

20 referred to herein as an XNOR array. The XNOR 
array shown in Figure 4 has thirty-two inputs and 
one output. 

Rgure 5A shows details of Encoding/ Decoding 
Block 101 shown in Figures 3A and 3B. Figure 5A 

25 shows data flow when data is encoded in prepara- 
tion for transmission across bus i08. A subset of 
data bits 102 serves as input to an XNOR array 
400. an XNOR array 401. an XNOR array 402,, an 
XNOR array 403, an XNOR array 404, an XNOR 

ao array 405. an XNOR array 406 and an XNOR array 
407. Each of XNOR arrays 400 - 407 receives thirty 
of sixty-four data bits from data bits 102, However, 
no two XNOR array from XNOR arrays 400-407 
receive exactly the same thirty data bits. The 

35 means for selecting which data bits a particular 
XNOR array receives is discussed later in the 
explanation of Table 2 in Rgure 11. 

XNOR anrays 400 - 407 are identical to the 
XNOR array shown in Rgure 4. When XNOR ar- 

40 rays 400 - 407 are configured as shown in Rgure 
5A. only thirty of thirty-two inputs of each of XNOR 
arrays 400-407 are utilized. The other two inputs 
are set at logic 0. 

Each of XNOR arrays 400-407 produces a sin- 

45 gle output. These outputs from XNOR arrays 400- 
407 are the eight code bits 1 04. 

Figure 58 similarly shows details of 
Encoding-'Decoding Block 101 shown in Figures 3A 
and 38. Figure 5B shows data flow when data is 

50 decoded after a transmission is received from bus 
108. A subset of data bits 102 sen/es as input to 
XNOR array 400. XNOR array 401. XNOR array 
402. XNOR array 403. XNOR array 404. XNOR 
array 405. XNOR array 406. and XNOR anray 407. 

55 Each of XNOR arrays 400 - 407 receives thirty of 
sixty-four data bits from data bits 102. However, no 
two XNOR array from XNOR arrays 400-407 re- 
ceive exactly the same thirty data bits. Additionally, 
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each of XNOR arrays 400 • 407 receives a code bit 
from code bits 104. The means for selecting which 
data bits from data bits 102. and which code bits 
from code bits 104 a particular XNOR array re- 
ceives fs discussed later in the ejcplanation of Ta- 
ble 2 in Figure 11. 

When XNOR anrays 400 - 407 are configured 
as shown in Figure 5A» only thirty one of thirty-two 
inputs of each of XNOR arrays 400-407 are uti- 
lized. The final input is set at logic 0. In the 
preferred embodiment of the present invention the 
final input of each of XNOR arrays 400 • 407 is not 
utilized in normal operation. These may be used 
for diagnostic purposes to verify correct function of 
the system circuitry. 

Each of XNOR arrays 400-407 produces a sin- 
gle output. These outputs from XNOR arrays 400- 
407 are the eight syndrome bits 204. 

Figure 6 is a more detailed block diagram of 
error conrection and detection circuitry 203 shown 
in in Figure 3B. Syndrome bits 204 enter an error 
correcting decoder 601 and an error detection 
block 602. Additionally the complement of each of 
syndrome bits 204 is produced by placing syn- 
drome bits 204 through inverter 603 to produce 
complemented syndrome bits 604. Complemented 
syndrome bits 604 also serve as input to error 
correcting decoder 601. Error correcting decoder 
501 produces sixty-four flipper control bits 608. 

Each of flipper control bits 608 conresponds to 
a data bit of data bits 102. When there is a single 
error in transmission across bus 108. flipper control 
bits will indicate in which bit there is an error. 
When there is no detected error in transmission 
each of flipper control bits 608 will be at logic 0. 
When there is a single bit error, for the bit of data 
bits 102 in which the single error occurs, the cor- 
responding flipper control bit from flipper control 
bits 608 will be at logic 1. 

An error correction array of "Exclusive-Or" 
gates (XOR array) 605 receives flipper control bits 
608 and data bits 102. Error correction XOR array 
605 combines data bits 105 and flipper control bits 
608 to produce corrected data bits 202. 

Error detection block 602 receives syndrome 
bits 204 and produces multiple bit error signal 606 
and error signal 607. 

Rgure 7A shows details of the implementation 
of error con-ecting decoder 601. Error correcting 
decoder 601 comprises sixty-four gates of which 
one is shown in Rgure 7. A gate 701, complements 
its eight inputs and performs a logic "AND" opera- 
tion. Gate 701 produces a single flipper control bit 
608a. Ripper control bit eOSa is one of sixty-four 
flipper control bits 608. Each of eight inputs of gate 
701 is coupled to one of syndrome bits 204 or 
complem nted syndrome bits 604, as shown. A 
gate similar to gate 701 is used to produce each 



flipper control bit of flipper control bits 608. Each 
gate similarly generates a flipper control bit of 
flipper control bits 608 using inputs from syndrome 
bits 204 and complemented syndrome bits 604. 
5 Which combination of syndrome bits 204 and com- 
plemented syndrome its 604 are .utilized to pro- 
duce each of flipper control bits 608 will be ad- 
dressed in the discussion of Table 2 shown in 
Figure 11. 

JO Rgure 7B shows an alternate embodiment. In 

Rgure 78 a five input gate 702 produces a single 
flipper control bit 6Q8b. Each error may be unique- 
ly identified from five bits from syndrome bits 204 
and/or complemented syndrome bits 604. There- 

15 fore error correcting decoder 601 may be imple- 
mented using five input gates such as gate 702. 

Figure 8 shows details of the implementation of 
error correction XOR array 605. Error correction 
XOR array 605 comprises sixty-four XOR gates. A 

20 single XOR gate 804 is shown in Figure 8 as an 
example. XOR gate 804 receives a data bit 102a 
from data bits 102 and a corresponding flipper 
control bit 608a from flipper control bits 608. XOR 
gate 804 produces a corresponding corrected data 

25 bit 202a of corrected data bits 202. In this way all 
sixty four corrected data bits 202 are generated. As 
has been discussed above* when there are no 
errors in transmission, each of flipper control bits 
608 will be at logic 0, and corrected data bits 202 

30 will be identical to data bits 102. If there is an error 
in a single bit, the conresponding flipper control bit 
will be at togic 1 , and the data bit in error will be 
corrected. In the shown embodiment XOR gates 
have been used. However, with only slight changes 

OS XNOR gates may be used instead, and may be 
preferred in certain cases. 

. Figure 9A and Figure 98 show details of an 
error detecting block shown in Rgure 6. In Figure 
9 A an array of XNOR gates comprising an XNOR 

40 gate 901, an XNOR gate 902, an XNOR gate 903, 
an XNOR gate 904, an XNOR gate 905, an XNOR 
gate 906 and an XNOR gate 907 are coupled 
together to form a binary tree, as shown. Syn- 
drome bits 202 are input to the array of XNOR 

46 gates 901 - 907. The array of XNOR gates 901 - 
907 produces multiple error signal 606, As can be 
seen, if an odd number of syndrome bits 202 are at 
logic 1. multiple error signal 606 will be at logic 0. 
Otherwise multiple error signal 606 will be at logic 

50 1. 

If there are no errors in transmission across 
bus 108. syndrome bits 202 will all be at logic 0. In 
this case multiple error signal 606 will be at logic 1- 
If there is an error in a single bit transmitted across 
65 bus 108, an odd number of syndrome bits 202 will 
be at logic 1. in this case multiple error signal 606 
will be at logic 0. If there are errors in two bits 
transmitted across bus 108. an even, numb r of 
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syndrome bits 202 will be at logic l. In this case 
multiple error signal 606 will be at logic 1. 

In Rgure 9B is shown 'an eight-input gate 910. 
Gate 910 complements the value of each of its 
inputs and then performs a logic AND operation. 
The operation performed by gate 910 is equivalent 
to a logic "NOR** operation. Gate 910 produces 
error signal 607. When ail the inputs to gate 910 
are at logic 0. enror signal 607 wil be at logic 1. 
Otherwise error signal 607 will be at logic 0. 

Syndrome bits 202 serve as input to gate 910. 
If there is no error in transmission across bus 108. 
syndrome bits 202 will all at logic 0. In this case 
error signal 607 will be at logic 1. If one or more 
errors are detected in a transmission across bus 
108. not all of syndrome bits 202 will be at logic 0. 
In this case error signal 607 will be at logic 0. 
When error signal 607 is at logic d this indicates 
an error in transmission has been detected. 

Table 2 in Figure 10 gives implementation de- 
tail concerning the present invention, particularly 
regarding implementation of XNOR arrays 400 - 
407 within encoding/decoding block 101 and re- 
garding implementation of error correcting decoder 
601. 

In Rgure 5A and Figure 5B XNOR arrays 400 - 
407 each receive input from thirty of the sixty-four 
data bits 102- The following is an explanation of 
how, for the preferred embodiment, to determine 
which data bits are input into which XNOR array. 

With the exception of columns 1013 and 1014. 
each column in Table 2 represents a single data bit 
from data bits 102, or a single parity bit 

Row 1001. at the top of each column, contains 
letters designating whether each line contains a 
data bit from data bits 102 or a parity bit. If the 
letter is "B**, the line contains a data bit from data 
bits 102. If the letter is a "C, the line contains a 
parity bit. Row 1002 and Row 1003 identify particu- 
lar data bits from data bits 102. and identify par- 
ticular parity bits. In row 1003. the parity bits are 
numbered from 0 to 7. The parity bits therefore 
may be referred to using the designations CO - 07. 
In row 1002 and 1003. data bits 102 are numbered 
from 0 to 63- Data bits 102 therefore may be 
referred to using the designations BO - B63. 

In column 1013 are shown bits PO. PI. P2. P3. 
P4. P5, P6 and P7. Bits PO - P7 represent the 
output of XNOR arrays 400-407 shown in Rgures 
5A and 5B. XNOR array 400 produces bit PO. 
XNOR array 401 produces bit Pi, XNOR array 402 
produces bit P2. XNOR array 403 produces bit P3, 
XNOR array 404 produces bit P4. XNOR array 405 
produces bit P5, XNOR array 406 produces bit P6 
and XNOR array 407 produces bit P7. 

Rows 1020. 1021. 1022, 1023. 1024, 1025, 
1026 and 1027 indicate which data bits BO - 663 of 
data bits 102 are input to which of XNOR arrays 



400 - 407. A "1" in row 1020 indicates a bit is an 
input to XNOR array 400. A "l** in row 1021 
indicat s a bit is an input to XNOR array 401. A 
"1" in row 1022 indicates a bit ts an input to XNOR 

s array 402. A "l** in row 1023 indicates a bit is an 
input to XNOR array 403. A "I m row 1024 
indicates a bit is an input to XNOR array 404. A 
in row 1025 indicates a bit is an input to XNOR 
array 405. A "1" in row 1026 indicates a bit is an 

TO input to XNOR array 406. A "1" in row 1027 
indicates a bit is an input to XNOR array 407. A 
"0" indicates a data bit is not an input to the XNOR 
array in the corresponding row. For example, from 
Table 2, data bit B63 is an input to XNOR array 

rs 400, XNOR array 403 and XNOR array 404, but is 
not an input to XNOR array 401. XNOR array 402. 
XNOR array 405, XNOR array 406 nor XNOR array 
407. 

Each XNOR array of XNOR arrays 400 - 407 

20 receives thirty data bits from data bits 102. In 
addition each XNOR array receives a single parity 
bit from parity bits CO * C7. The thirty-second input 
to each of XNOR array 400-407 is at logic 0 except 
when diagnostics are performed on the system. 

25 When encoder/decoder block 101 is configured 

as in Figure 3 A and Figure 5 A, bits PO - P7 
represent code bits 104. In the preferred embodi- 
ment, in this configuration the parity bits are all 0. 
Therefore, in the configuration shown in Rgures 3A 

30 and 5A. the two non-data inputs in each of XNOR 
arrays 400-407 are at logic 0. 

When encoder-decoder block 101 is confrgured 
as in Figure 36 and Figure 56, bits PO - P7 
represent syndrome bits 204. The parity bits CO - 

3S 07 are code bits 104. Code bits are placed in 
encoder decoder block 101 in the same in order in 
which they are generated when encoder'decoder 
block 101 is configured as in Figures 3A and 5A. 
That is, when encoder decoder block 101 is 

40 configured as in Rgures 3A and 5A, code bits 104 
are generated by XNOR arrays 400 • 407 and 
referred to as outputs PO - P7. When 
encoder decoder block lOl is configured as in Fig- 
ures 36 and 56. code bits 104 are used as input to 

45 encoder/decoder block 101 and referred to as par- 
ity bits CO - C7. If a code bit from code bits 104 
. was labelled PO when it was generated when 
encoder-decoder block 101 is configured as in Rg- 
ure 3A, then the code bit from code bits 104 is 

50 labelled CO when it serves as input to 
encoder/decoder block lOi when configured as in 
Rgure 36. If a code bit from code bits 104 was 
labelled Pi when it was generated when 
encoder/decoder block 101 is configured as in Rg- 

55 ure 3A. then the code bit from code bits 104 is 
labelled Ci when it serves as input to 
encoder/dacoder block 101 when configured as in 
Rgure 3B. And so on. 



6 



11 



EP 0 310 220 A2 



12 



Table 2 may also be used to implement error 
correcting decoder 601 . TabI 2 shows which comr 
bination of syndrome bits 204 and complemented 
syndrome bits 604 are utilized to produce each of 
flipper control bits 608. This may be illustrated by 5 
observation of the inputs to gate 701 and the 
contents of the column under data bit B63. Gate 
701 produces the flipper bit for data bit B63. For 
the 'Ts in the column under data bit B63, the 
. corresponding complemented syndrome bit 604 is ro 
an input to gate 701. For the "0"s in the column 
under data bit B63. the corresponding syndrome 
bit 204 is an input to gate 701. 

Similarly, for the five-input system in Figure 
78. gate 702 produces the flipper bit for data bit ts 
862- The flipper bit for data bit B62 is uniquely 
identified by the "T's in the column under data bit 
B62. Therefore, in order to determine the flipper bit 
for data bit B62. for ever "1" in the column under 
data bit 862. the corresponding complemented 20 
syndrome bit of syndrome bits 604 is an input to 
gate 702. 

Column 1014 shows the total number data bits 
102 and parity bits PO -P7 used as input into each 
XNOR arrays of XNOR arrays 400 - 407. Each of 25 
XNOR arrays 400 - 407 receives a total of 31 data 
and parity bits. This may be compared to the 
contents of row 14 In Table 1 of Rgure 1. As can 
be seen the present invention gives a notable im- 
provement. The maximum inputs for the present 30 
invention Is less than have the maximum input of 
the prior art. The present invention, therefore can 
be implemented with two fewer levels of logic. 

Row 1012 shows how many times each parity 
bit CO - C7 and each data bit from data bits 102 is 35 
used as an input into an XNOR an-ay from XNOR 
arrays 400 - 407. Each data bit from data bits 102 
is used either three of five times. Each code bit is 
used only once. This is an improvement over the 
information in Row 12 in Table 1 of Figure 1, where 40 
a single data bit is used up to seven times. This is 
t^cause each input of XNOR array 400 - 407 has a 
certain amount of capacitance that must be over- 
come. The more XNOR arrays from XNOR anrays 
401 - 407 for which a single code bit or a single 45 
parity bit is used as Input the greater total amount 
of input capacitance needs to be overcome. In the 
prior art, the greatest number was seven. The 
present invention, therefore is an improvement. 

In order to avoid "glitches" in the system. so 
slowing performance, "dummy loads" may be ad- 
ded to balance the input. Thus if a data bit is used 
as input to three of XNOR arrays 401 - 407. two 
"dummy loads" may be added to simulate the load 
as if the data bit was used by five of XNOR anrays ss 
401 - 407. Similarly, each parity bit is used only 
once, so four dummy loads could be added to 
each. Of course no dummy loads should be added 



to data bits which already serve as input to five 
XNOR arrays from XNOR arrays 401 - 407. 

The information in Table 2 was generated- us- 
ing the following constraints. In order to facilitat 
the production of tables similar to Table 2, it is 
helpful to utilize a computer in the selection of 
table entries in conformance with the following con- 
straints. 

Constraint 1: Each of XNOR arrays 400 - 
407 receives a single parity bit 

Constraint 2: Each data bit from data bits 
102 is used as input for a unique combination of 
either three or five XNOR arrays from XNOR arrays 
400 -407. 

Constraint 3: Each XNOR array from XNOR 
arrays 400 -407 receives a unique combination of 
30 data bits from data bits 102 as input. 

Constraint 4: Data bits 102 are divided into 
pairs, e.g.. BOO and 801 are a pair, B02 and 803 
are a pair. etc. Only one data bit from each pair 
enters a particular XNOR array from XNOR anrays 
400 - 407. 

Constraint 1 assures that encoder/decoder 
block 101 can be used both for encoding and 
decoding. Constraint 2 assures that overall parity is 
preserved. Constraint 3 in combination with Con- 
straint 2 assures that each syndrome bit has a 
signature. Therefore, if there is a single bit error it 
is possible to correct the error. Constraint 4 makes 
routing easier. This helps in the actual implementa- 
tion allowing this Encoding/Decoding block 101 to 
be hardwired programnnabie like a read only mem- 
ory (ROM). 



Claims 

1. An apparatus for assuring the integrity of a 
first plurality of data bits when the first plurality of 
data bits has been transmitted accompanied with a 
plurality of parity bits, the apparatus comprising: 
syndrome generation means for generating a plu- 
rality of syndrome bits, the syndrome generation 
means divided into a plurality of arrays each array 
producing a single syndrome bit of the plurality of 
syndrome bits, each array receiving a subset of the 
first plurality of data bits, and each array receiving 
a single parity bit so that only one parity bit is used 
in the generation of each syndrome bit: and. 
error correction and detection means, coupled to 
the syndrome generation means, for receiving the 
plurality of data bits and the plurality of syndrome 
bits, for correcting an error in the first plurality of 
data bits when there is an error in the transmission 
of a single bit from the first plurality of data bits 
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and for detecting when there has been an error in 
the transmission of two bits from the first plurality 
of data bits. 

2. An apparatus as in Claim 1, wherein each 
array of the plurality of arrays receives the same 
number of data bits from the pturality of data bits, 
but receives a different combination of data bits 
from the plurality of data bits. 

3. An apparatus for insuring the integrity of 
transmission of a first plurality of data bits, the 
apparatus comprising: 

encoding means for receiving the plurality of data 
bits and producing a plurality of parity bits, the 
encoding means divided into a plurality of arrays 
each array producing a single parity bit of the 
plurality of parity bits, and wherein each array of 
the plurality of arrays receives the same number of 
data bits from the plurality of data brts, but receives 
a different combination of data bits from the plural- 
ity of data bits. 

transmission means, coupled to the encoding 
means, for transmitting the plurality of data bits and 
the plurality of parity bits: 

syndrome generation means, coupled to the trans- 
mission means, for generating a plurality of syn- 
drome bits from the plurality of data bits and from 
the plurality of parity bits: and, 
error correction means, coupled to the syndrome 
generation means, for receiving the plurality of data 
bits and the plurality of syndrome bits and for 
correcting an error in the first plurality of data bits 
when there is an error in the transmission of a 
single bit from the first plurality of data bits. 

4. An apparatus as in Claim 3. wherein the 
syndrome generation means is identical to the en- 
coding means. 

5. An apparatus as in Claim 4 

wherein the error correction means includes an 
error detection means for receiving the plurality of 
syndrome bits and for detecting when there is an 
error in the transmission of two bits of the first 
plurality of data bits, 

wherein each syndrome bit has a corresponding 
parity bit from the plurality of parity bits, and 
wherein the syndrome generation means uses the 
corresponding parity bit in the generation of a 
syndrome bit but does not use any other parity bit 
for the generation of that syndrome bit. 

6. An encoder for generating m + i parity bits, 
from n data bits, the m + 1 parity bits allowing 
single error correction and double error detection in 
the n data bits after transmission, the relationship 
of n to m being given by the formula 

m = In2(n) + 1 

the encoder comprising: 

a plurality of m 1 arrays, ach array in the 
plurality of m + i producing a single parity bit of 
the m + 1 parity bits, each array in the plurality of 



m + 1 arrays being identicaJ in structure to every 
other array in the plurality of m + 1 arrays, each 
array comprising a plurality of logic gates arranged 
in a binary tree structure and each array receiving 
5 as input a unique combination of p data bits from 
the plurality of data bits, wherein p is a positive 
integer and wherein p is the same for each array in 
the plurality of m + 1 arrays. 

7. An encoder as in Claim 6 wherein m equals 
JO eight, n equals sixty-four and p equals thirty. 

8. An encoder as in Claim 6 wherein each data 
bit from the n data bits is used as input to at least 
three arrays from the plurality of m + t arrays, is 
used as input to at most five arrays from the 

1$ plurality of m + 1 arrays, is not used as input in 
exactly four arrays from the plurality of m + 1 
arrays, and is used as input to a unique combina- 
tion of arrays from the m 1 arrays. 

9. A decoder for generating m + 1 syndrome 
20 bits from m + 1 parity bits and n data bits, the m 

+ 1 syndrome bits sufficient to correct single er- 
rors and detect double errors in the transmission of 
the n data bits, the relationship of n to m being 
given by the formula 
25 m - in2(n) + 1 

the decoder comprising: 

a plurality of m + 1 arrays, each array in the 
plurality of m + 1 arrays producing a single syn- 
drome bit from the m 1 syndrome bits, each 

30 array in the plurality of m + 1 arrays being iden- 
tical in structure to every other array in the plurality 
of m + 1 arrays, each array comprising a plurality 
of logic gates arranged in a binary tree structure, 
each array receiving as input a unique combination 

35 of data bits from the plurality of data bits, and each 
array receiving as additional input one and only 
one parity bit from the m + 1 parity bits. 

10. A decoder as in Claim 9 wherein each 
array from the m + 1 arrays receives p data bits 

40 from the plurality of data bits, wherein p is a 
positive integer and wherein p is the same for each 
array in the plurality of m 1 arrays. 

n. A decoder as in Claim 10 wherein m equals 
eight, n equals srxty-four and p equals thirty. 

45 12. A decoder as in Claim li wherein each 

data bit from the n data bits is used as input to at 
least three arrays from the plurality of m + 1 
arrays, is used as input to at most five arrays from 
the plurality of m + 1 arrays, is not used as input 

50 in exactly four arrays from the plurality of m + 1 
arrays, and is used as input to a unique combina- 
tion of arrays from the m + l arrays. 

13. An apparatus for insuring the integrity of 
transmission of data, the apparatus comprising: 

55 encoding/decoding means for receiving the a plu- 
rality of data bits and a first plurality of parity bits, 
and for producing a second plurality of parity bits, 
the encoding/d coding means divided into a plural- 
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ity of arrays each array receiving one and only one 
parity bit from the first plurality of parity bits, each 
array receiving data bits fronn the plurality of data 
bits, and each array producing one and only on of 
the parity bits from the second plurality of parity "s 
bits; wherein when the encoding/decoding means 
is encoding, the first plurality of parity bits are all at 
logic 0 and the second plurality of parity bits are 
code bits. and wherein when the 
encoding/decoding means is decoding, the first io 
plurality of parity bits are code bits and the second 
plurality of parity bits are syndrome bits; 
transmission means, coupled to » the 
encoding/decoding means, for transmitting the plu- 
rality of data bits and the second plurality of parity '5 
bits when encoding/decoding means is encoding 
and the second plurality of parity bits are code bits; 
error correction means. coupled to the 
encodlngidecoding means. for. when the 
encoding/decoding means is decoding, receiving so 
the plurality of data bits and the plurality of syn- 
drome bits, and for correcting an error in the first 
plurality of data bits when there is an error in the 
transmission of a single bit from the first plurality of 
data bits. ^ 

14. An apparatus as in Claim 13. wherein each 
array of the plurality of arrays receives the same 
number of data bits from the plurality of data bits, 
but receives a different combination of data bits 
from the plurality of data bits. oo 
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